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Abstract
The notion of health information privacy has evolved over time as the healthcare industry has
embraced technology. Where once individuals were concerned about the privacy of their
conversations and financial information, the digitization of health data has created new challenges
for those responsible for ensuring that patient information remains secure and private. Coupled
with the lack of updated, overarching legislation, a critical gap exists between advancements in
technology, consumer informatics tools and privacy regulations.
Almost twenty years after the HIPAA (Health Insurance Portability and Accountability Act)
compliance date, the healthcare industry continues to seek solutions to privacy challenges absent
formal contemporary law. Since HIPAA, a few attempts have been made to control specific aspects
of health information including genetic information and use of technology however none were
visionary enough to address issues seen in today’s digital data focused healthcare environment. The
proliferation of digital health data, trends in data use, increased use of telehealth applications due to
COVID-19 pandemic and the consumer’s participatory role in healthcare all create new challenges
not covered by the existing legal framework. Modern efforts to address this dilemma have emerged
in state and international law though the United States healthcare industry continues to operate
under a law written two decades ago. As technology continues to advance at a rapid pace along
with consumers playing a greater role in the management of their healthcare through digital health
the privacy guidance provided by federal law must also shift to reflect the new reality.
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Introduction
Throughout history, ethics rather than regulation governed the privacy of patient information.
Originally, individuals were concerned primarily with invasion of their homes, financial records and
personal conversations yet with the proliferation of digital health tools individuals are becoming
more aware of the vulnerability of their health data.1 The digitization of healthcare coupled with
consumers taking a more active role in their healthcare management has created an abundance of
health data that falls between the cracks of current privacy regulations.2 Current regulations have
emerged over time; initially rooted in ethical principles and often loosely interpreted and applied to
health information.
One of the first attempts to regulate privacy of health information was the Privacy Act of 1974. It
focused on protection of health records collected and maintained by the Federal Government. Most
notably, only federal agencies were required to comply, although it did give best practices for use

Page: 2

and disclosure of patient information. Healthcare providers were predominantly unaffected and
continued to practice privacy based on ethics until more comprehensive legislation was passed.3
Previous attempts at privacy regulations were insufficient; therefore, the Health Insurance Portability
and Accountability Act of 1996 was written and included the privacy and security rules creating
comprehensive yet general restrictions for health information privacy. HIPAA remains the most
critical law related to healthcare privacy because it provided a direct and unavoidable right to
privacy for all patients.4–6
Compliance with the original HIPAA regulations took significant time and effort by healthcare
facilities, and more changes were on the horizon as the focus on patient rights grew. As the
challenges and risks of healthcare privacy took center stage, legislators became increasingly eager
to draft privacy legislation with a narrower scope.
In the late 1990s, discrimination based on genetic information became a major concern for patients
and physicians. Genetic data is more sensitive than clinical patient data as it involves identification of
not only the individual patient but also his/her family members. Modern courts recognized the
sensitive nature of genetic information, and their decisions reflected a perceived need for additional
protection of this type of information beyond what HIPAA offered.7,8 Congress passed the Genetic
Information Nondiscrimination Act (GINA) in May of 2008. GINA became the legal standard for the
collection, use, and disclosure of genetic information.7,8 Although only focused on genetic
information, GINA served as a further step in the evolution of health information privacy laws.
The American Recovery and Reinvestment Act (ARRA) passed in 2009 intended to provide
economic stimulus to the sluggish American economy.9 The healthcare industry was front and
center in many parts of the Act, but mostly in the Heath Information Technology for Clinical Health
Act (HITECH) portion.9 While spotlighting and investing in electronic health records and healthcare
information technology, HITECH also amended some privacy provisions of HIPAA. It redefined some
key terms found in HIPAA as well as creating an official structure for governance of policy and
standards relating to healthcare privacy and security.
HITECH’s Meaningful Use program successfully incentivized adoption of Electronic Health Records
with substantial increases in use of IT throughout the healthcare industry.10,11 This moved much of the
traditional patient data from a paper record to a digitized format which was encouraged by HITECH.
Meaningful Use created new channels of health data access (i.e., patient portals) for patients to
access their health information, but it also introduced new concerns for health data privacy.12
Although HITECH made great advancements in health information technology, it failed to address
the new privacy and security challenges presented by the digitization of health information.13

Page: 3

Up to this point, the aforementioned privacy and security laws did not address the transition of
healthcare into the digital age. With the implementation of digital heath tools such as patient portals,
health information exchanges, genomic registries, wearables, and mobile health (mHealth)
applications, a void in the protection of health data emerged.
Modern Privacy Laws
Recent attempts have been made at the federal and state level to acknowledge digital health data
however privacy and security guidance has been limited. For instance, the 21st Century Cures Act
was signed into law (2016) reflecting a major push in the pharmaceutical industry to modernize drug
development and create innovative pathways and clinical trials.14 This legislation did address
interoperability issues associated with data exchange and emphasized a patient’s right to access
their own information, yet it did not go far enough to change or reclassify patient privacy or further
define the data that is covered by privacy regulations.15,16
Where no federal law or less restrictive federal law exists, states are allowed to pass legislation at
their discretion. Given the lack of comprehensive privacy law updates as well as modern
advancements in how healthcare data is managed, stored and transmitted, many states have
individually passed privacy laws that are stricter than HIPAA, GINA and ARRA. Many of these state
laws also deal with digital health data as well as reinforcing patient rights.
For instance, the state of California recently passed a unique privacy law focused on protecting
residents’ data privacy rights.17 The California Consumer Privacy Act was signed into law in 2018 with
a 2020 compliance date. This legislation addresses modern challenges associated with consumer
privacy such as opt-out options for consumers who do not wish for their information to be sold to
third parties as well as more detailed disclosure of how consumer data is used to promote
transparency and understanding by consumers. The main limitation of CCPA is the narrow scope of
businesses that must comply. Primarily this law focuses on large corporations with substantial
revenues and/or customer volume.17
In 2018, Colorado passed an innovative law requiring the most stringent measures in the United
States to protect consumer data privacy. The Colorado Consumer Privacy Act defines a covered
entity as any organization or person who “maintains, owns, or licenses personal identifying
information of an individual residing in Colorado.”18 This is a much broader definition than HIPAA
provided and includes many of the corporations not covered by the HIPAA definition of a covered
entity. The Colorado law’s breach notification terms include a more stringent timeframe (30 days
compared to 60 days in ARRA) as well as requiring notification of Colorado government officials of
any breach affecting more than 500 residents.18 Finally, the data included in this law includes both
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healthcare as well as financial data.18
Similar to the Colorado Consumer Privacy Act, the European Union (EU) implemented new
regulations of digital data privacy to include healthcare data. The EU General Data Protection
Regulation passed in 2016 with a compliance date of May 2018, is a notable international law aimed
at protecting privacy of individuals in the European Union.19,20 The legislation mimics HIPAA in some
areas with breach notification rules, penalties, and patient rights however it focuses on data,
technology, cloud-based applications and third-party access to data.19,20 Many see this law as an
upgrade to the outdated version of HIPAA still used in the United States.19,20
Even with these notable changes there are still health data privacy concerns as many digital health
tools are not covered by current HIPAA privacy laws. For instance, recent research has shown that
some mobile health (mHealth) applications leave residual protected health information data on the
hardware of the device utilized.21,22 This leaves the consumer’s health data vulnerable to be utilized
or accessed for purposes other than which the consumer agreed upon.23,24
Current Challenges with Digital Data and Privacy
Emerging technologies such as genealogical databases (i.e. 23andme and Ancestry) as well as
wearable devices and mHealth apps have created a new risk for data privacy that is not covered by
HIPAA. These digital health tools are not covered entities therefore they are not required to protect
the data they collect under HIPAA. The Department of Health and Human Services nor the Office of
Civil Rights have purview over this data or any breach of the consumer’s information. Any complaint
regarding a breach of consumer’s health data is rejected, as there is no controlling law currently for
this type of data. Complaints of this type go to the Federal Trade Commission; however, many
consumers are never aware that their information is breached, shared or sold to a third party
because there is no breach notification requirement in place.
The novel Coronavirus (COVID-19) pandemic has further highlighted the need for the modernization
of HIPAA. Although HIPAA disclosure laws found in the Privacy Rule remained applicable for sharing
of patient data for patient care and public health purposes, the considerable increase in use of
telehealth as a result of COVID-19 poses challenges for HHS. In March 2020, HHS released a
notification of enforcement discretion surrounding use of remote communication applications,
software and technology such that the use of those technologies is in good faith.25 This included use
of video chat and communication platforms supporting telehealth visits which did not require
Business Associate Agreements for these third-party vendors as normally required under HIPAA.
The mechanisms of delivery of healthcare have been completely altered, use of technology is now
undeniable and applicable laws such as HIPAA must be revised.
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Consumer Health Informatics
The field of consumer informatics continues to grow rapidly as consumers (i.e. patients) take a more
active role in their healthcare utilizing technology such as: patient portals, online forums, personal
health records, wearables, medical Internet of Things (IoT) and mobile health applications (mHealth).
Medical internet of things (mIoT) is a system that connects devices such sensors, smartphones
(mobile health apps), wearables, smart TVs and intelligent virtual assistants (i.e. Amazon Echo,
Google Home) to facilitate the healthcare delivery process.26 The assimilation of mIoT and mobile
health apps into the healthcare ecosystem has vastly changed the manner in which healthcare is
delivered and has the potential to improve the quality, safety and efficiency of healthcare
services.27–29 Medical internet of things (mIoT) is driven by the monitoring of personal health
information by sensors and the analyzation of the data received from these sensors. mIoT and
mobile health applications have emerged as revolutionizing technologies that are redefining the
way patient data is accessed, stored and delivered.
While accessing and utilizing these consumer informatics tools helps consumers make more
informed health decisions it also presents a privacy challenge since most of the consumer health
informatics tools are not governed under the HIPAA Privacy Rule.30 This is especially true in the
wearables and mHealth app markets where these tools/applications seem to fall between FDA
regulation and the HIPAA Privacy Rule.31 Many wearables and mHealth solutions store consumer
health data on the cloud of which the consumer may be unaware.30 As long as the consumer health
informatics tool is not integrated as part of a healthcare system then the consumer health
informatics tool vendor does not have to meet HIPAA or HITECH guidelines.30,32 This leads to a critical
gap in privacy protection where consumers have very little understanding and control of how their
health data is stored, accessed and utilized.
Genomic Data
With reductions in the cost of genomic sequencing there has been an increase in the utilization of
genomic data for clinical research and healthcare delivery.33 In addition, there are new options such
as direct-to-consumer genetic testing which allows consumers to initiate genetic testing for specific
mutation risks. For instance, the FDA allowed 23andMe a direct-to-consumer BRCA1 or BRCA2
mutations testing for women to help identify breast cancer risks.34 Due to the gaps in health data
privacy across the digital health ecosystem there has been an increase in the sophistication of
attacks on stored genomic data.33 These sophisticated attacks utilize public information (e.g.
demographic data and genealogical data), genomic-sharing websites (e.g. PatientsLikeMe), online
forums and online social networks to triangulate the data in an effort to identify the consumer (i.e.
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patient).33 Genomic data is another segment of digital health data that that lacks appropriate
protection under GINA and HIPAA.
Conclusion
In 1963, Justice Earl Warren was quoted as saying “The fantastic advances in the field of electronic
communication constitute a greater danger to the privacy of the individual.”35 This prophetic
statement speaks to the challenges faced in health information privacy today.
With no major updates in the last 20 years, HIPAA remains the preeminent comprehensive health
information privacy law. HIPAA was written and passed in the late 20th century when the health
information environment was primarily paper based and before the explosion of digital health tools.
Two decades later, the health information industry has transformed leaving substantial gaps
between advancements in digital health and privacy laws. Individual states as well as the European
Union have taken more modern approaches to creating privacy laws reflecting contemporary
practices thus demonstrating an awareness of the challenges that exist in management of digital
data. These modern approaches to legislation could serve as guides for necessary changes to
federal law. Although the benefits of digital data and the opportunities associated with electronic
data are “fantastic” as proclaimed by Warren, he was also accurate in his prediction of the dangers
now challenging the patient’s right to privacy.35 In order to protect consumer health data so that
consumers and health professionals can leverage the power of data in the digital age, revisions to
the current privacy laws are vital.
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